ISTANBUL GELISIM UNIVERSITY

COURSE CATALOGUE
Course Name Criptology
Cod S ¢ Local ECTS Course Implementation, Hours/Week
ode emester Credits Credits Theoretical Tutorial Laboratory
BIL423 5 3 6 3 0 0
Department/Program | Computer Eng./ Computer Eng.
Course Type Elective \ Course Language \ Turkish
Course Prerequisites | None
Basic Engineerin Engineering .
ggﬁ[:ﬁtc(z;tegory by Sciences g Science Design General Education
70 %10 %50 %30 %10

Course Description

Basic concepts of encryption, encryption systems, algorithms, operating principles,
encryption standards, public and private encryption types, digital signature and network
security techniques.

Course Objectives

To teach the students the requirements of the encryption concept considering historical
development, the operating structure of the most widely used encryption (crypto)
systems and their use in today's encryption systems.

Course Learning

The students who take the course will be able to

I Recognizes the basic concepts and logic of encryption.

Outcomes . Have knowledge about modern Symmetric and Asymmetric passwords.
1. Makes cryptology applications.
V. Uses cryptology algorithms.
Textbook Understanding Cryptography: A Textbook for Students and Practitioners by Christof

Paar and Jan Pelzl Springer, 1st Edition, 2010

Other References

Introduction to Computer Security - M. T. Goodrich and R. Tamassia, 2011 | Pearson
Prentice Hall | ISBN-13: 978-0-321-70201-2, ISBN-10

Homework &
Projects es
Laboratory Work None
Computer Use Yes
Other Activities None
Activities Quantity Effects on Grading, %
Midterm Exam 1 %30
Quizzes 2 %10
Homework 2 %10
Assessment Criteria | Projects
Term Paper/Project
Laboratory Work
Other Activities
Final Exam 1 %50




Course Plan

Weeks Topics Course Outcomes

1 Introduction To Cryptography I

2 Stream Ciphers I-11

3 The Data Encryption Standard (Des) I-11

4 The Advanced Encryption Standard (Aes) I-11

5 More About Block Ciphers I-11

6 Introduction To Public-Key Cryptography I-11

7 The Rsa Cryptosystem I-11

8 Mid-Term Exam

9 Public-Key Cryptosystems Based On The Discrete Logarithm I-11
Problem

10 Elliptic Curve Cryptography I-11-111

11 Digital Signatures I-11-111

12 Hash Functions I-11-111-1V

13 Message Authentication Codes (Macs) I-11-111-1V

14 Key Establishment, Encryption Current Technological I-1-11-1vV
Developments And Events

15 Cryptography Overview I

16 Final Exam

17 Final Exam

Relationship between the Course and Program

Program Outcomes Contribution

an ability to identify, formulate, and solve complex engineering problems by applying

1| principles of engineering, science, and mathematics X
an ability to apply engineering design to produce solutions that meet specified needs

2 | with consideration of public health, safety, and welfare, as well as global, cultural, X
social, environmental, and economic factors

3 | an ability to communicate effectively with a range of audiences
an ability to recognize ethical and professional responsibilities in engineering situations

4 | and make informed judgments, which must consider the impact of engineering
solutions in global, economic, environmental, and societal contexts
an ability to function effectively on a team whose members together provide leadership,

5 | create a collaborative and inclusive environment, establish goals, plan tasks, and meet
objectives
an ability to develop and conduct appropriate experimentation, analyze, and interpret

6 | data, and use engineering judgment to draw conclusions X
an ability to acquire and apply new knowledge as needed, using appropriate learning

7 strategies X

Lecturer Assist.Prof. Serkan GONEN

Date




ISTANBUL GELIiSIM UNIVERSITESI

DERS KATALOGU
Dersin Adi Sifreleme
L. AKTS Ders Dagilimi, Saat/Hafta
Kodu Yaryih Kredisi Kredisi Teorik Uygulama Laboratuvar
BIL423 5 3 6 3 0 0

Boliim/Program Bilgisayar Miihendisligi/Bilgisayar Miihendisligi
Dersin Tiirtii Secmeli | Dersin Dili ‘ Tiirkge
Dersin Onkosullar Yok

e - Temel Miihendislik Insan ve Toplum
E:{:ﬁ:?;rgyge Gore Temel Bilim Miihendislik Tasarimi Bilim

gonst > %10 %50 %30 %10

Dersin Igerigi

Sifreleme ile ilgili temel kavramlar, temel sifreleme sistemleri, algoritmalari, ¢aligma
prensipleri sifreleme standartlari, agik ve gizli sifreleme tiirleri, sayisal imza ve ag
giivenligi teknikleri.

Dersin Amaci

Ogrencilere, sifreleme konseptinin gereklerini tarihsel gelisim dikkate almarak
verilmesi, en yaygin kullanilan sifreleme (kripto) sistemlerinin ¢alisma yapisin1 ve
giiniimiiz sifreleme sistemlerinde kullanimini gretmektir.

Dersin Ogrenme
Ciktilar

Bu dersi alan 6grenciler su kabiliyetleri kazanirlar;

. Sifreleme temel kavramlarini ve mantigini tanir.
. Modern Simetrik ve Asimetrik sifreler hakkinda bilgi sahibi olur.
Il Sifreleme uygulamalarini yapar.

V. Sifreleme algoritmalar1 kullanir.
Ders Kitab1 Understanding Cryptography: A Textbook for Students and Practitioners by Christof
Paar and Jan Pelzl Springer, 1st Edition, 2010
Diger Kaynaklar Introduction to Computer Security - M. T. Goodrich and R. Tamassia, 2011 | Pearson
Prentice Hall | ISBN-13: 978-0-321-70201-2, ISBN-10
Odevler ve Projeler | Var
Laboratuvar
Uygulamalari Yok
Bilgisayar Kullanim1 | Var
Diger Uygulamalar | Yok
Faaliyetler Sayisi Degerlendirmedeki Katkisi, %
Y1l i¢i Sinavlari 1 %30
Kisa Sinavlar 2 %10
Basarl Odevler 2 %10
Degerlendirme Projeler
Sistemi Dénem Odevi/Projesi
Laboratuvar Uygulamasi
Diger Uygulamalar
Final Sinavi 1 %50




Ders Plam

Hafta

Konular

Dersin Ciktilar

Sifrelemeye Girig

Akas Sifreleri

Veri Sifreleme Standardi (The Data Encryption Standard-Des)

AlwWN

Gelismis Sifreleme Standardi (The Advanced Encryption
Standard-Aes)

Blok Sifreleme

Acik Anahtarl Kriptografiye Girig

Rsa Sifreleme Sistemi

Ara Sinav

O|o|N|O| o1

Ayrik Logaritma Problemine Dayal1 A¢ik Anahtarli Sifreleme
Sistemleri

Eliptik Egri Sifreleme Sistemleri

Dijital Imzalar

Hash Fonksiyonlari

Mesaj Kimlik Dogrulama Kodlari

Anahtar Dagitim, Sifreleme Giincel Teknolojik Gelismeler Ve
Yaganan Olaylar

15

Genel Konu Tekrarlari

16

Final

17

Final

Dersin Programla iligkisi

Programin mezuna kazandiracag bilgi ve beceriler (Programa ait ¢iktilar)

Katki

Miihendislik, bilim ve matematik ilkelerini uygulayarak karmasik
mithendislik problemlerini tanimlama, formiile etme ve ¢6zme becerisi

Halk sagligi, gilivenligi ve refahinin yam sira kiiresel, kiiltiirel, sosyal,
cevresel ve ekonomik faktorleri dikkate alarak belirli ihtiyaclar1 karsilayan
¢oziimler liretmek i¢in mithendislik tasarimini uygulama becerisi

Cesitli izleyicilerle etkili iletisim kurma becerisi

Miihendislik durumlarinda etik ve profesyonel sorumluluklari tanima ve
mithendislik ¢oziimlerinin kiiresel, ekonomik, cevresel ve toplumsal
baglamlardaki etkisini dikkate almasi gereken bilgiye dayali kararlar verme
becerisi

Uyelerinin birlikte liderlik sagladigi, isbirlik¢i ve kapsayict bir ortam
yarattig1, hedefler belirledigi, gorevleri planladigi ve hedefleri karsiladig: bir
ekipte etkin bir sekilde galisabilme becerisi

Uygun deneyler gelistirme ve yiirlitme, verileri analiz etme ve yorumlama ve
sonuclara varmak i¢in miihendislik yargisin1 kullanma becerisi

Uygun 0grenme stratejilerini kullanarak gerektiginde yeni bilgi edinme ve
uygulama becerisi

Dersi Veren Ogretim Uyesi

Dr.Ogr.Uyesi Serkan GONEN
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