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Course Description

The course provides a practical overview of network security and related topics.
General threat classifications are discussed as they relate to the CIA triad:
eavesdropping (confidentiality), man-in-the-middle (integrity), and denial-of-service
(availability).

Course Objectives

Real-world attack incidents and implementations are used to tie concept to reality.
Defensive technologies and techniques, including authentication/authorization, access
control, segmentation, log/traffic monitoring, reputation-based security, and secure
protocol (SSH, TLS, DNSSEC) usage are discussed and demonstrated. Hands-on labs
and exercises are used to reinforce lectures and provide practical implementation
experience.

Course Learning

The students who take this course will be able to:
1. To have information about real world attack events and applications.
2. Perform Authentication and authorization,
3. Access control,

Outcomes 4. Segmentation,
5. Daily / traffic monitoring and
6. Defense technology applications including reputation-based security and
secure protocol (SSH, TLS, DNSSEC).
Textbook Cybersecurity Essentials Charles J. Brooks
Other References
Homework &
Projects
Laboratory Work
Computer Use
Other Activities

Assessment Criteria

Activities Quantity Effects on Grading, %
Midterm Exam 1 30%
Quizzes 2 10%
Homework 1 10%

Projects

Term Paper/Project

Laboratory Work

Other Activities

Final Exam 1 50%




Course Plan

Weeks Topics Course Outcomes
1 Introduction, Cryptography Primer 1
2 Networking Primer 1
3 Network Security and Architecture 2
4 Enterprise Identity and Authentication 2
5 Secure Protocols 3
6 Inecure Protocols 3
7 Network-based Threats 4
8 Midterm Exam
9 Reconnaissance and Social Attacks 4
10 Exploitation and Persistence 5
11 Instrumenting the Network 5
12 Intrusion Detection 6
13 Firewalling and Access Control 6
14 Wireless Security 6
15 Wireless Security 6
16 Final Exam
17 Final Exam

Relationship between the Course and Program

Program Outcomes

Contribution

an ability to identify, formulate, and solve complex engineering problems by applying

1 principles of engineering, science, and mathematics
an ability to apply engineering design to produce solutions that meet specified needs

2 | with consideration of public health, safety, and welfare, as well as global, cultural, X
social, environmental, and economic factors

3 | an ability to communicate effectively with a range of audiences
an ability to recognize ethical and professional responsibilities in engineering situations

4 | and make informed judgments, which must consider the impact of engineering X
solutions in global, economic, environmental, and societal contexts
an ability to function effectively on a team whose members together provide leadership,

5 | create a collaborative and inclusive environment, establish goals, plan tasks, and meet
objectives
an ability to develop and conduct appropriate experimentation, analyze, and interpret

6 | data, and use engineering judgment to draw conclusions
an ability to acquire and apply new knowledge as needed, using appropriate learning

7 strategies

Lecturer

Date




ISTANBUL GELIiSIM UNIVERSITESI
DERS KATALOGU

Dersin Ad1 Ag Giivenligi
. AKTS Ders Dagilimi, Saat/Hafta
Kodu Yaryih Kredisi Kredisi Teorik Uygulama Laboratuvar
BIL409 5 3 6 3 0 0

Boliim/Program Bilgisayar Miihendisligi
Dersin Tiirtii Secmeli | Dersin Dili ‘ Tiirkge
Dersin Onkosullar Yok

e - Temel Miihendislik Insan ve Toplum
E:{:ﬁ:?;rgyge Gore Temel Bilim Miihendislik Tasarimi Bilim

gorist= %0 %50 %30 %20

Dersin Igerigi

Kurs ag giivenligi ve ilgili konulara pratik bir bakis saglar. Genel tehdit
simiflandirmalant CIA iiglisii ile ilgili olarak tartisilmaktadir: dinlemeyi (gizlilik),
ortadaki adam (biitiinliik) ve hizmet reddi (kullanilabilirlik).

Dersin Amaci

Gergek diinya saldirt olaylar1 ve uygulamalari, kavramlar1 gercege baglamak icin
kullanilir. Kimlik dogrulama / yetkilendirme, erisim kontrolii, segmentasyon, giinlik /
trafik izleme, itibar tabanli giivenlik ve givenli protokol (SSH, TLS, DNSSEC)
kullanimi dahil savunma teknolojileri ve teknikleri tartisilmakta ve gosterilmektedir.
Uygulamali laboratuarlar ve alistirmalar, dersleri giiclendirmek ve pratik uygulama
deneyimi saglamak i¢in kullanilir.

Dersin Ogrenme
Ciktilart

Bu dersi alan 6grenciler:

1. Gergek diinya saldir1 olaylar1 ve uygulamalari ile ilgili bilgilere sahip olur.
2. Kimlik dogrulama ve yetkilendirme,

3. Erisim kontrolii,

4. Segmentasyon,

5. Gunluk / trafik izleme,

6. Itibar tabanli giivenlik ve giivenli protokol (SSH, TLS, DNSSEC) kullanimi dahil
savunma teknolojilerini uygulamalarini gergeklestirebilir.

Ders Kitab1 Cybersecurity Essentials Charles J. Brooks
Diger Kaynaklar
Odevler ve Projeler
Laboratuvar
Uygulamalari
Bilgisayar Kullanimi
Diger Uygulamalar
Faaliyetler Sayisi Degerlendirmedeki Katkisi, %
Y1l I¢i Sinavlari 1 %30
Kisa Sinavlar 2 %10
Basarl Odevler 1 %10
Degerlendirme Projeler
Sistemi Dénem Odevi/Projesi
Laboratuvar Uygulamasi
Diger Uygulamalar
Final Sinavi 1 %50




Ders Plam

Hafta Konular Dersin Ciktilar:

1 Giris, Kriptografi Astari 1

2 Ag Primer 1

3 Ag Giivenligi ve Mimarisi 2

4 Kurumsal Kimlik ve Kimlik Dogrulama 2

5 Giivenli Protokoller 3

6 Giivenli Olmayan Protokoller 3

7 Ag tabanli tehditler 4

8 Midterm Exam

9 Kesif ve Sosyal Saldirilar 4

10 Somiirii ve Kalicilik 5

11 Agin Enstriimanlanmasi 5

12 | Izinsiz giris tespiti 6

13 Giivenlik Duvari ve Erisim Kontroli 6

14 Kablosuz giivenlik 6

15 Kablosuz giivenlik 6

16 Final Sinav1

17 Final Sinavi

Dersin Programla iliskisi
Programin mezuna kazandiracagi bilgi ve beceriler (Programa ait ¢iktilar) Katki

Miihendislik, bilim ve matematik ilkelerini uygulayarak karmasik

1 | miihendislik problemlerini tanimlama, formiile etme ve ¢6zme becerisi
Halk sagligi, giivenligi ve refahinin yani sira kiiresel, kiiltiirel, sosyal,
2 | gevresel ve ekonomik faktorleri dikkate alarak belirli ihtiyaclar karsilayan X
cozlimler liretmek i¢in mithendislik tasarimini uygulama becerisi
3 | Cesitli izleyicilerle etkili iletisim kurma becerisi
Miihendislik durumlarinda etik ve profesyonel sorumluluklari tanima ve
mithendislik ¢Ozlimlerinin kiiresel, ekonomik, cevresel ve toplumsal
4 baglamlardaki etkisini dikkate almasi gereken bilgiye dayali kararlar verme X
becerisi
Uyelerinin birlikte liderlik sagladigi, isbirlikgi ve kapsayici bir ortam
5 | yarattig1, hedefler belirledigi, gorevleri planladig1 ve hedefleri karsiladig: bir
ekipte etkin bir sekilde ¢alisabilme becerisi
Uygun deneyler gelistirme ve yiirlitme, verileri analiz etme ve yorumlama ve
6 sonuclara varmak i¢in miihendislik yargisin1 kullanma becerisi
; Uygun 0grenme stratejilerini kullanarak gerektiginde yeni bilgi edinme ve

uygulama becerisi

Dersi Veren Ogretim Uyesi

Tarih




