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Course Description

This course includes the topics about; Information ethics and law terms and basic concepts, informatics
crimes (cyber crimes), Cyber attacks and events in the world and in Turkey, Council of Europe Cybercrime
Convention and General Data Protection Regulation of the European Union, IT crimes according to Turkish
Law and Turkish Criminal Code, Intellectual and Industrial Property Rights - Law on Intellectual and
Avrtistic Works and Industrial Property Law, Law on the protection of personal data , IT laws and practices
in terms of IT ethics, privacy and ethical values, Electronic Commerce Regulation Law, Electronic
Signature Law, Prosecution of Cybercrimes, Penalties and Practices, Fundamentals and applications of
forensic informatics, Law of war and international law studies to be applied to cyber wars.

Course Objectives

The developments in the field of information and technology, especially in recent years, have provided very
important opportunities for humanity, but also created a new environment among criminals. In this field
where various expressions such as cyber space, cyber environment / field are used, criminals can access vast
crime sources very easily and mostly for free. For this reason, criminals are rapidly moving from the
physical environment to the cyber environment. Among the important factors of this transition are factors
such as the delay in establishing the legal definitions related to the new crime environment, the relatively
low number of criminal sanctions and the difficulty of detecting the criminal. Accordingly, with this course,
it is aimed that the students have information about the crimes committed in the field of informatics.

Course Learning
Outcomes

Have basic knowledge about Information law.

Defines the concept of IT crime and gain awareness about its importance.

Understands data security issues in the Internet age.

Have knowledge about the forensic information procedure.

Defines Information Ethics.

Acquires the level of knowledge and awareness in the field of informatics legally and technically.
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Textbook

Adah E. (2017). Bilisim Etigi ve Hukuku. ITU Ulusal Yazilim Sertifikasyon Merkezi Yayini, Istanbul.

Other References

Cakir, H. ve Kili¢ M. S. (2014). Giincel Tehdit: Siber Suglar. Seckin Yayinlari, Ankara.

Goodman, M. (2016). Gelecegin Suglari, Dijital Diinyanin Karanlik Yiizii. Timas Yaymlari, Istanbul.
Ketizmen, M. (2008). Tiirk Ceza Hukukunda Bilisim Suglari. Adalet Yayinevi, Ankara.

Degirmenci, O. (2014). Ceza Muhakemesinde Sayisal (Dijital) Delil. Seckin Yaymcilik, Ankara.
Diilger, M. V. (2019). Kisisel Verilerin Korunmasi Hukuku. Hukuk Akademisi Yayinlari, Ankara.
Diilger, M.V. (2018). Bilisim Suglar1 ve internet Hukuku. Seckin Yayincilik, Ankara.

7. Diilger, M.V. (2018). Bilisim, Kisisel Verilerin Korunmasi ve Internet Bilisim Mevzuati. Seckin
Yayincilik, Ankara.
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Course Plan

Weeks Topics Course Outcomes

1 Course Content and Introduction (Terms, Basic Concepts and 1,56
Definitions)

2 Informatics Crimes (Cyber Crimes), Cyber Attacks and Incidents in the 2,6
World and Turkey

3 Council of Europe Cybercrime Convention and European Union 2,3,6
General Data Protection Regulation

4 Cybercrimes According to Turkish Law and Law No. 5237 on Turkish 2,6
Criminal

5 Intellectual and Industrial Property Rights - Intellectual and Artistic 3,5
Works (5846) and Industrial Property Law (6769)

6 Law No. 5651 on Organizing Internet Broadcasts and Combating 3,6
Committed Crimes

7 Law No. 6698 on the Protection of Personal Data 3,6

8 Midterm Exam

9 IT Laws and Practices in Terms of IT Ethics, Privacy and Ethical 5,6
Values

10 Law No. 6563 on Regulation of Electronic Commerce 3,6

11 Law No. 5070 on Electronic Signature 1,6

12 Prosecution, Penalties and Best Practices of Cyber Crimes 2,4,6

13 Forensic Fundamentals and Applications 2,4

14 Law of War and International Law Studies Applicable to Cyber Wars 2,3,6

15 General Review and Evaluation 1,2,3,4,5,6

16 Final Exam

17 Final Exam

Relationship between the Course and Program

Program Outcomes

Contribution

An ability to identify, formulate, and solve complex engineering problems by applying

1| principles of engineering, science, and mathematics
An ability to apply engineering design to produce solutions that meet specified needs

2 | with consideration of public health, safety, and welfare, as well as global, cultural, X
social, environmental, and economic factors

3 | An ability to communicate effectively with a range of audiences
An ability to recognize ethical and professional responsibilities in engineering

4 | situations and make informed judgments, which must consider the impact of
engineering solutions in global, economic, environmental, and societal contexts
An ability to function effectively on a team whose members together provide

5 | leadership, create a collaborative and inclusive environment, establish goals, plan tasks, X
and meet objectives
An ability to develop and conduct appropriate experimentation, analyze, and interpret

6 | data, and use engineering judgment to draw conclusions
An ability to acquire and apply new knowledge as needed, using appropriate learning

7 strategies
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Dersin Adi Veri Yapilari ve Algoritmalar
. AKTS Ders Dagilimi, Saat/Hafta
Kodu Yanyil Kredisi Kredisi Teorik Uygulama Laboratuvar

BIL315 5 2 2 2 9 0
Boliim/Program Bilgisayar Mithendisligi
Dersin Tiirii Se¢meli Dersin Dili Tiirkge
Dersin Onkosullari Yok
Dersin Igerige Gore Temel Bilim . Temel Muhendislik Insan ve Toplum Bilim
Kategorisi % Miihendislik Tasarimi

- %60 - %40

Dersin Icerigi

Ders temel veri yapilar (liste, y1gin, kuyruk, hash, agag, ikili siralama agaci, heap) ve bu yapilara
iligkin algoritmalar1 inceleyecektir.

Dersin Amaci

Bilisim ve teknoloji alaninda 6zellikle son yillarda yasanan gelismeler insanliga olduk¢a &nemli
olanaklar sunmakla beraber, ayn1 zamanda suglular iginde yeni bir ortam meydana getirmistir. Siber
uzay, siber ortam / alan gibi ¢esitli terimlerin kullanildigi bu alanda suglular ¢ok kolay ve ¢ogunlukla
licretsiz olarak sinirsiz su¢ kaynaklarina ulasabilmektedir. Bu nedenle suglular fiziksel ortamdan siber
ortama hizla gecis yapmaktadir. Bu gecisin 6nemli etkenleri arasinda da yeni su¢ ortamina iligkin
hukuksal tanimlamalarin olusturulmasinda yasanan gecikme, cezai yaptirimlarin oldukca az ve
yetersiz olmasi, suglunun tespitinin zorlugu gibi etkenler yer almaktadir. Bu kapsamda yasanan
gelismeler g¢ercevesinde, Ogrencilerin bilisim alaninda islenen suglar ve bu suclarla miicadele
hakkinda bilgi sahibi olmas1 amaglanmaktadir.

Dersin Ogrenme Ciktilar:

Bilisim hukuku konusunda temel bilgilere sahip olur.

Bilisim sugu kavramini tanimlar ve 6nemi hakkinda farkindaliga sahip olur.
Internet ¢caginda veri giivenligi konularini anlar.

Adli bilisim uygulamalar1 hakkinda bilgi sahibi olur.

Biligim etigini tanimlar.

Bilisim alaninda hukuki ve teknik agidan bilgi ve biling seviyesine sahip olur.
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Ders Kitabi Adah E. (2017). Bilisim Etigi ve Hukuku. ITU Ulusal Yazilim Sertifikasyon Merkezi Yayini,
Istanbul.
Diger Kaynaklar * Cakir, H. ve Kilig M. S. (2014). Giincel Tehdit: Siber Suglar. Segkin Yaymlari, Ankara.

* Goodman, M. (2016). Gelecegin Suglari, Dijital Diinyanin Karanlik Yiizii. Timas Yaymlart,
Istanbul.

* Ketizmen, M. (2008). Tiirk Ceza Hukukunda Bilisim Suglari. Adalet Yayinevi, Ankara.

* Degirmenci, O. (2014). Ceza Muhakemesinde Sayisal (Dijital) Delil. Seckin Yayincilik, Ankara.
* Diilger, M.V. (2019). Kisisel Verilerin Korunmast Hukuku. Hukuk Akademisi Yayinlari, Ankara.
» Diilger, M.V. (2018). Bilisim Suglar1 ve Internet Hukuku. Seckin Yaymcilik, Ankara.

« Diilger, M.V. (2018). Bilisim, Kisisel Verilerin Korunmasi ve Internet Bilisim Mevzuati. Seckin
Yayincilik, Ankara.

Odevler ve Projeler

2 Odev

Laboratuvar Uygulamalari

Bilgisayar Kullanimi

Diger Uygulamalar

2 Kisa Sinav

Basar1 Degerlendirme
Sistemi

Faaliyetler Sayisi Degerlendirmedeki Katkisi, %
Y1l I¢i Smavlar 1 %30

Kisa Sinavlar 2 %10

Odevler 2 %10

Projeler

Donem Odevi/Projesi

Laboratuvar Uygulamasi

Diger Uygulamalar

Final Sinavi 1 %50




Ders Plam

ekipte etkin bir sekilde galigabilme becerisi

Hafta Konular Dersin Ciktilar
1 Dersin Kapsamu ve Giris (Terimler, Temel Kavramlar ve Tanimlar) 1,5,6
2 Diinyada ve Tiirkiye’de Bilisim Suglar1 (Siber Suclar), Siber Saldirilar ve 2,6

Olaylar
3 Avrupa Konseyi Siber Suglar S6zlesmesi ve Avrupa Birligi Genel Veri Koruma 2,3,6
Tiiziigi
4 Tiirk Hukukuna ve 5237 Sayili Tiirk Ceza Kanununa Goére Bilisim Suglari 2,6
5 Fikri ve Sinai Miilkiyet Haklar1 - Fikir ve Sanat Eserleri (5846) ve Sinai 3,5
Miilkiyet Kanunu (6769)
6 5651 Sayil1 internet Yayinlar1 Diizenlenmesi ve Islenen Suclarla Miicadele 3,6
Edilmesi Kanunu
7 6698 Sayili Kisisel Verilerin Korunmasi Kanunu 3,6
8 Ara Sinav
9 Bilisim Etigi, Mahremiyet ve Etik Degerler Ag¢isindan Bilisim Yasalar1 ve 56
Uygulamalari
10 6563 Sayili Elektronik Ticaretin Diizenlenmesi Kanunu 3,6
11 5070 Sayili Elektronik Imza Kanunu 1,6
12 Bilisim Suglarinin Kovusturulmasi, Cezalar1 ve Ornek Uygulamalar 2,4,6
13 Adli Bilisim Temelleri ve Uygulamalari 2,4
14 Savag Hukuku ve Siber Savaglara Uygulanacak Uluslararas1 Hukuk Caligsmalar 2,3,6
15 Genel Tekrar ve Degerlendirme 1,2,3,4,5,6
16 Final Smavi
17 Final Smavi
Dersin Programla iliskisi
Programin mezuna kazandiracagi bilgi ve beceriler (Programa ait ¢iktilar) Katki
Miihendislik, bilim ve matematik ilkelerini uygulayarak karmasik
1| mithendislik problemlerini tanimlama, formiile etme ve ¢6zme becerisi
Halk sagligi, giivenligi ve refahinin yani sira kiiresel, kiiltiirel, sosyal,
2 | cevresel ve ekonomik faktorleri dikkate alarak belirli ihtiyaglari karsilayan X
¢oziimler liretmek i¢in mithendislik tasarimini uygulama becerisi
3 | Cesitli izleyicilerle etkili iletisim kurma becerisi
Miihendislik durumlarinda etik ve profesyonel sorumluluklari tanima ve
mithendislik ¢6zlimlerinin kiiresel, ekonomik, c¢evresel ve toplumsal
4 baglamlardaki etkisini dikkate almasi gereken bilgiye dayali kararlar verme
becerisi
Uyelerinin birlikte liderlik sagladigi, isbirlik¢i ve kapsayici bir ortam
5 | yarattigi, hedefler belirledigi, gorevleri planladig: ve hedefleri karsiladig: bir X

Uygun deneyler gelistirme ve yiiriitme, verileri analiz etme ve yorumlama ve
6 sonuglara varmak i¢in mithendislik yargisin1 kullanma becerisi

Uygun 6grenme stratejilerini kullanarak gerektiginde yeni bilgi edinme ve
7 uygulama becerisi
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